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Operational technology (OT) plays a vital role in 
sustaining and enabling the operations of the U.S. 
military, from military bases all the way up to the 
weapons systems at the forward edge. This report 
provides an overview of OT’s role in kinetic, cyber, and 
hybrid warfare, and then discusses how to defend OT 
in these contexts. 

Ultimately, this involves a shift from prioritizing legacy 
methods, such as historical threat intelligence and 
vulnerability patching, to embracing bleeding-edge 
technologies such as AI for detection, investigation, 
and response. The paper concludes by discussing 
how Self-Learning AI can help automate USCYBER-
COM’s ACI TTPs for DoD ICS, providing a full mapping 
of how Self-Learning AI aligns with this framework.
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Defending Operational Technology in Kinetic, Cyber, and Hybrid Warfare

Operational technology (OT) plays a crucial role in kinetic 
warfare. This spans various forms of OT embedded across a 
wide range of Department of Defense (DoD) mission-critical 
assets, such as weapons systems, military bases, transporta-
tion systems, satellites, and warships[1].

In fact, the DoD is one of the biggest owners and operators of OT 
assets in the world, with over 2.6 billion OT devices. The DoD 
maintains a variety of OT devices that are highly distributed 
and heterogenous, covering over 90,000 operating systems. 
Many of these OT devices are also antiquated, and in effect 
inherently insecure, with some devices being over 30 years old[2].

OT is thus vital for enabling the warfighter’s kinetic military 
actions in theater. Any disruption to OT systems would signifi-
cantly impact the DoD’s ability to exercise use of force. This is 
highly concerning given the notorious delicacy of OT systems, 
as well as their associated cybersecurity challenges. 

Aside from OT in military technologies, the OT that undergirds 
domestic forms of critical infrastructure is often the intended 
target of nation states engaged in cyberwarfare, that is, even 
when there is not an ongoing kinetic military conflict. Examples 
of this abound, such as the ongoing cyberwar between Iran 
and Israel, where water facilities and gas stations have reportedly 
been subject to cyber-attacks[3][4]. 

OT also lies at the intersection of kinetic and cyberwarfare, in 
what is commonly referred to as ‘hybrid warfare’. The Russian 
offensive against Georgia in the 2008 Russo-Georgian war is 
widely considered the first case of this converged kinetic and 
cyber, ‘hybrid warfare.’ As David Hollis states in a case study 
for Smalls Wars Journal, “this appears to be the first case in 
history of a coordinated cyberspace domain attack synchronized 
with major combat actions in the other warfighting domains 
(consisting of Land, Air, Sea, and Space)”[5].

In this campaign, Russia employed a variety of techniques, 
tactics, and procedures (TTP), including disrupting Georgian 
government websites via distributed denial of service (DDoS) 
attacks, defacing these websites, rerouting Georgian internet 
traffic, and gaining external control of news agencies[6]. 

These efforts enabled Russia to exercise control over various 
narratives and interrupt Georgian communications; however, 
this campaign appears to have been solely directed at infor-
mation technology (IT) and did not breach OT systems[7].

Hybrid conflicts today have progressed significantly since 2008. 
This is demonstrated in detail in Microsoft’s “Special Report: 
Ukraine”[8]. Among the many Russian cyber-attacks coordinated 
alongside kinetic military action, Microsoft, ESET, and CERT-UA 
discovered a wiper attack targeting the industrial control 
systems (ICS) of a Ukrainian energy company. 

This is believed to stem from an advanced persistent threat 
(APT) known as “Sandworm,” which is the same threat group 
responsible for the 2015 cyber-attacks against the Ukrainian 
power grid, as well as the 2008 DDoS attacks against Geor-
gia[9][10].  The pre-positioning phase for this attack took place 
in the weeks leading up to the conflict, and the deployment of 
destructive malware took place in the 6th week of the conflict, 
between March 31st and April 8th [11]. This attack has also been 
referred to as “Industroyer 2.0”[12].

The campaign detailed above demonstrates how critical 
infrastructure can be targeted in tandem with kinetic military 
action to yield significant effects. Disrupting a nation’s energy 
supply and other critical infrastructure can lead to large-scale 
social and economic disruption even in peace time and can 
be even more disruptive in times of war. 

We are yet to see public record of a scenario in which the OT 
that undergirds mission-critical military technologies, such as 
weapons systems, is directly affected in theater. This can be 
considered the point at which ‘hybrid conflicts’ comprised of 
kinetic and cyber warfare reach an apex of convergence, with 
the means of physical action disrupted or disabled through 
digital means.
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Figure 1: AI and ML situated in key pillars of DoD Zero Trust Architecture

Protecting OT in Theater and at Home: The Limits of Historical Threat Intelligence 
& Vulnerability Patching

Protecting mission-critical OT assets throughout military tech-
nologies and critical infrastructure will require the security 
community to think beyond historical threat intelligence & 
patching vulnerabilities. 

Tracking evolutions in the cyber threat landscape is crucial 
for maintaining situational awareness. Threat intelligence, 
however, is inherently historical, as there cannot be definitive  
documentation of future threats, only predictions and 
conjectures. 

Moreover, cyber-attackers, especially sophisticated actors 
such as APTs, are often developing novel techniques, tactics, 
and procedures (TTP) and exploiting unknown vulnerabilities, 
such as zero-days. Indeed, if there is anything a retrospective 
look at the recent history of cyberwarfare teaches us, it is that 
we simply do not know what tomorrow holds. 

In addition to the limits of threat intelligence, tracking and 
patching common vulnerabilities and exposures (CVEs) is 
also necessary, but far from sufficient. 

One-third of ICS vulnerabilities are zero-days when disclosed, 
meaning that, before these were disclosed, attackers had an 
open door to entry[13]. 

Owners of OT systems cannot afford to leave the door open 
until the next zero-day is disclosed, given the delicacy of OT 
systems and mission-critical role they play. Moreover, even 
if every single CVE was discovered and disclosed tomorrow, 
many of these vulnerabilities would remain un-patchable. 

In fact, many ICS advisories do not include practical mitigation 
advice, and over a fifth of reported CVEs do not include  
a patch[14].
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The Power of AI-driven Detection, Investigation, and Response

The limits of historical threat intelligence and vulnerability 
patching demonstrate that these methods are necessary but 
not sufficient for organizations seeking to achieve robust cyber 
defense. Simply put, unknown vulnerabilities will always exist,  
and known vulnerabilities will not always be able to be fixed.  

Defenders should also consider well-documented limits 
of perimeter protections, which can easily be bypassed or 
breached by phishing and other forms of social engineering,  
as well as supply chain attacks, insider threats, and a variety of 
other means[15]. 

Once attackers have breached the perimeter, there are multiple 
methods they can use to rapidly spread laterally throughout 
a cyber-physical ecosystem, including shifting from IT into OT 
systems via points of IT/OT convergence. 

This means that defenders should focus on detecting, investi-
gating, and responding to cyber-attacks when threats are in 
their post-exploitation phase, e.g., once attackers have already 
breached perimeter protections. 

One way this can be achieved is with self-learning  
artificial intelligence (AI) and machine learning (ML). 

Self-Learning AI adaptively understands and illuminates 
nuanced patterns of unusual activity to neutralize early-stage 
threats before they do damage. In fact, AI and ML distinguish 
the highest levels of cyber maturity in the Principles, Pillars, & 
Capabilities of the DoD Zero Trust Architecture[16].

How Self-Learning AI Automates ACI TTPs for DoD ICS

In response to significant cyber threats posed to ICS assets and 
networks owned and operated by the DoD, the Unites States 
Cyber Command (USCYBERCOM) created the Advanced Cyber 
Industrial Control System Tactics, Techniques, and Procedures 
(ACI TTP) for DoD ICS[17]. A significant number of the ACI TTP 
can be automated with Self-Learning AI. This technology uses a 
combination of unsupervised and supervised machine learning, 
along with deep learning and natural language processing, 
in order to autonomously detect, investigate, and respond to 
known and unknown threats against IT and OT systems. 

Detection Procedures
Self-Learning AI illuminates nuanced patterns of malicious 
and threatening activity in internal network traffic by learning 
the normal network behavior of the specific network from 
scratch, and evolving over time along with network changes, 
all without manual maintenance. 

Using Self-Learning AI enables many different features to be 
learned, which, crucially, is not limited to features analysts 
expect and predict might exist. Activity that is unusual for a 
given network can thus be pointed out, from stark (e.g., two 
devices communicate for the first time) to subtle (e.g., a file 
sharing connection that normally reads far more data than it 
writes now has balanced read/write activity). 

Degrees of unusualness can be determined by comparisons 
with the past, but also by comparisons with other devices that 
display similarity. 

The specific types of activity that can be observed and learned 
for network include, but are not limited to, the following: network 
logins (e.g., RDP, Kerberos / Windows domains, typical timings, 
credentials, brute forcing); unusual connectivity, whether 
direct or any sort of scanning (e.g., of IPs, ports, services, 
enumerating within OPC or specific OT protocol) or unusually 
low or high data volumes; content of OT protocols being used 
(e.g., functions and commands, tags, errors,  

set point changes, firmware and program uploads/downloads, 
safety systems); and tracking devices through hostname, IP, 
DHCP, DNS, Kerberos, and MAC addresses. These are the 
subset of types of activity that are specified by the ACI TTP 
which Self-Learning AI can monitor. 

Similarly, Self-Learning AI also detects threats in endpoint local 
activity by learning the normal OS activity of the specific device 
from scratch and evolving its understanding over time alongside 
changes to the device — again, all without manual maintenance. 
AI can learn many different features, from stark (e.g., a new 
process starts never seen anywhere before) to subtle (e.g., 
a common process is started by a different user and loads an 
unusual library compared to normal). Unusualness can be 
determined by comparisons with the past, but also by com-
parisons with other devices that have similarity. 

Specific types of activity that can be observed and learned 
include, but are not limited to, the following: active/started 
processes; installed software and versions; unusual network 
or filesystem activity for a known process; any patterns in 
rebooting; and changes to key configuration areas. It is impor-
tant to note that any visible interaction changes (e.g., mouse/
keyboard slowness or high CPU symptoms) are the result of 
these underlying activities. These are the OS activity types 
that the ACI TTP specifies for monitoring; Self-Learning AI  
can in fact detect even more types of malicious activity.   

For log entries and generic event inputs, Self-Learning AI learns 
the normal log activity from a specific source from scratch 
and evolves over times alongside changes without the need 
for manual maintenance. Specific types of activity that are 
specified by the ACI TTP which can be observed and learned 
include log formats (and therefore validity) as well as strange 
combinations of credential, time, and action.

A full mapping of ACI TTP detection procedures alongside 
relevant Self-Learning AI capabilities is provided at the end of 
this document. 
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Mitigation Procedures
Self-Learning AI can provide visibility over a network to 
ensure that the desired segmentation is both achieved and 
maintained. This is the case for both IT and ICS technologies. 
Further, Self-Learning AI allows security teams to gain visibility 
over the extent of a compromise and where in the network 
the attacker is residing, and identify network based IoCs for 
incident response. 

This ability to closely monitor the operation of ICS processes 
comprises discrete steps of the ACI TTP mitigation proce-
dures, that is, for both IT and ICS control device mitigation 
respectively. 

Recovery Procedures
For most devices listed in the ACI TTP—including servers, 
workstations, printers, RTUs, MTUs, PLCs, HMIs, intelligent 
electronic devices (IEDs)—Self-Learning AI can autonomously 
achieve monitoring of systems for anomalous behavior. 

It can also assist with verifying that cyber incident artifacts 
from a cyber-attack have been eliminated (e.g., network IoCs). 
Once Self-Learning AI identifies something that is unusual, 
analysts can look for every instance of this malicious activity 
via available detection tools. 

Monitoring Procedures
Self-Learning AI is uniquely able to understand subtle forms 
of malicious activity as a threat emerges, using a combination 
of unsupervised and supervised machine learning to illuminate 
anomalous activity. It also helps with establishing and auton-
omously updating an adaptive FMC baseline that constantly 
evolves alongside changes in the cyber-physical ecosystem, 
as outlined below. 

Fully Mission-Capable (FMC) Baseline
Self-Learning AI enables the rapid creation and maintenance of 
an FMC baseline, as it autonomously adapts as the cyber-physi-
cal ecosystem evolves, providing visibility into network traffic, 
topology, enclave entry points, user accounts, and automatically 
cataloging all assets, including servers, workstations, and more. 
This saves significant amount of time for human teams, who do 
not need to manually adjust written documentation to maintain 
the FMC baseline. 

Mitigation Isolation and Protection
Self-Learning AI enables machines to take autonomous action 
to contain a threat at or near point of impact. The AI can take 
a range of actions—including enforcing the normal pattern of 
life, quarantining devices, or surgically neutralizing malicious 
connections. Further, autonomous response is highly config-
urable, such that it can only act on specific devices or types 
of activity. 

As mentioned above, the visibility obtained with Self-Learn-
ing AI can also help with a range of segmentation strategies.

Embracing Self-Learning AI for  
Military Dominance in Kinetic, 
Cyber, and Hybrid Warfare

The ACI TTP are crucial for defending the DoD’s ICS, 
and therefore play a vital role in ensuring US domi-
nance in the field of kinetic, cyber, and hybrid warfare. 

Analysis of the ACI TTP reveals 
that over 96% of the detection 
procedures and a significant 
number of other TTP functions 
across mitigation, recovery, 
monitoring, FMC baseline, 
and mitigation, isolation, and 
protection are covered by 
Self-Learning AI technology.

In addition to autonomously detecting, investigating, 
and responding to emerging threats, the technology 
serves as a force multiplier for human teams; namely, 
its intelligence augmentation capabilities allow system 
owners and operators to ‘cut through the noise’ by 
both drastically reducing the number of alerts and 
delivering AI-generated, natural language reports 
that spell out threats in attack-phase terminology. 

Self-Learning AI is also threat agnostic, such that 
the DoD will be able to thwart a wide range of attack 
types, such as APTs, insider threats, destructive wiper 
malware, ransomware, and supply chain attacks.

Darktrace Federal recommends conducting a  
dynamic test as close to organic operations as 
possible to validate the exact process, procedure, 
and configuration that is ideal for defending  
each bespoke environment.

96%
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Self-Learning AI capabilities mapped to ACI TTP Detection Procedures

Section Event Description Self-learning AI applica-
bility

A 2.1 Notifications Cyber event notifications including USCYBERCOM, ICS-
CERT, or the commanddirectives.

Not directly relevant

A 2.2 Log File Check: 
Unusual Account 
Usage/ Activity

Any host server or workstation, including SCADA equipment. 
Anomalous entries can include: 

�	 Unauthorized user logging in. 

�	 Rapid and/or continuous log-ins/log-outs. 

�	 Users logging into accounts outside of normal working 
hours. 

�	 Numerous failed log-in attempts. 

�	 User accounts attempting to escalate account privileges. 

Both internal network activity 
(domain and remote logins) and 
endpoint local activity (local 
account logins)

A 2.3 Irregular Process 
Found

On any computer-based server, workstation(s), including 
SCADA equipment, an irregular process was found.

Endpoint local activity

A 2.4 Suspicious 
Software/
Configurations

Suspicious software and/or configurations were detected on 
a server or workstation. 

Endpoint local activity

A 2.5 Irregular Audit 
Log Entry (or 
Missing Audit 
Log)

Applies to any computer-based host, including SCADA 
equipment, which generates an audit log. Irregular audit log 
entry may involve the following entries: 

�	 log is empty

�	 date or time is out of sequence

�	 date or time is missing from an entry

�	 unusual access logged

�	 security event logged 

�	 or log file deleted

Log entries and generic  
event inputs

A 2.6 Unusual System 
Behavior

Any host, including SCADA equipment: 

�	 Spontaneous reboots or screen saver change

�	 Unusually slow performance or usually active central 
processing unit (CPU)

�	 CPU cycles up and cycles down for no apparent reason. 

�	 Intermittent loss of mouse or keyboard

�	 Configuration files changed without user or system 
administrator action in operating system

�	 Configuration changes to software made without user or 
system administrator action

�	 System unresponsive

Endpoint local activity

A 2.7 Asset is 
Scanning Other 
Network Assets

Human-machine interfaces (HMI, object linking and 
embedding (OLE) for process control (OPC), or peripheral 
devices have known communication paths identified in the 
FMC data flow baseline. 

Observe and alert when an asset or device communicates 
with other devices outside of the FMC data flow baseline.

Internal network traffic
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Section Event Description Self-learning AI applica-
bility

A 2.8 Unexpected 
Behavior: HMI, 
OPC, and Control 
Server

Unexpected behavior of an HMI, OPC, or control server 
affecting controllers. Examples of unusual communications:

�	 HMI, OPC, and controllers not synchronized.

�	 Unexpected changes to instructions, function calls, 
commands, or alarm thresholds being sent from HMI  
or OPC to controllers.

�	 HMI or OPC not updating after operator made changes  
to instructions, commands, or alarm thresholds.

�	 Expected changes to controllers are not appearing on 
controllers.

�	 HMI, OPC, or control server reboots and unexpected 
changes to settings are sent to controller.

Both internal network activity 
and endpoint local activity 
(for devices suitable to run a 
monitoring endpoint application)

A 2.9 Loss of 
Communications

Network devices are no longer communicating with other 
devices, servers, or workstations.

Internal network traffic

A 2.10 Unusually High 
Network Traffic

ICS network traffic appears unusually busy, either between 
devices, or across the ICS boundary.

Internal network traffic

A 2.11 At Network Entry 
Points -Network 
Flow -Unusual 
Traffic

An unusual Internet Protocol (IP) address or an unusual port, 
protocol, or service (from a known IP address) is attempting 
to communicate with the ICS.

Internal network traffic

A 2.12 IDS Exhibiting 
Unusual 
Behavior

Intrusion detection system (IDS) is degraded and is not 
issuing alerts or logs, keyboard locked, spontaneous reboot, 
anomalous display screen changes, or any anomalous 
symptom.

Network (if it’s under remote 
attack) or OS (if it can run an 
application) are relevant 

A 2.13 Firewall Log 
Indicates 
Anomalous 
EventOccurred

Anomalous events include: 

�	 Inbound or outbound traffic from unknown IP

�	 Inbound simply mail transfer protocol (SMTP) (email)  
from unknown IP

�	 Inbound or outbound ICS control protocol traffic

�	 Inbound or outbound Telnet

�	 File transfer protocol (FTP)

�	 Trivial file transfer protocol (TFTP)

�	 Hypertext transfer protocol (HTTP)

�	 Secure hypertext transfer protocol (HTTPS)  
to or from unknown IP

�	 Anomalous firmware pushes or pulls.

Internal network traffic (as 
inbound connectivity rejected 
by a border firewall has little 
relevance)

A 2.14 Firewall 
Exhibiting 
Unusual 
Behavior

Firewall does not log or alert, keyboard is locked (host-
based firewall), spontaneous firewall reboots, display screen 
changes for no reason (host-based firewall), or any unusual 
symptom (e.g. host-based firewall is turned off, is suspended, 
fails, or corresponding service won’t start).

Internal network traffic (can 
reveal network attacks on 
the firewall, but not local 
malfunctions)

A 2.15 Abnormal 
Peripheral Device 
Communications

A peripheral device (such as a printer, fax machine, 
copier, repeaters, hubs, converters, etc.) is attempting to 
communicate with devices it normally does not communicate 
with, uses a services which is not typical, or is communicating 
abnormally, such as scanning other devices within a network.

Internal network traffic
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Section Event Description Self-learning AI applica-
bility

A 2.16 IP Address 
Originating From 
Two or More 
MAC Addresses

Observe and alert if a single IP address is observed 
originating from two or more media access control (MAC) 
addresses. This may indicate that an attacker is spoofing an 
IP address. 

Internal network traffic

A 2.17 Abnormal 
Decrease in 
Control Process 
traffic or Loss of 
Communications

The normal flow of control traffic appears slower, sluggish, or 
there is less traffic than normal (polling cycles not executing 
for example). 

Internal network traffic

A 2.18 Unusual Field 
Device Activity 
Observed/
Reported

Any anomalous behavior coming from field devices could be 
hardware malfunctions or communication path malfunctions. 
However, once these have been ruled out, a cyber incident 
should be considered as the possible source of the problem. 

Internal network traffic

A 2.19 Unexpected 
Changes 
to Ladder 
Logic/Code 
Configurations, 
Firmware, and 
Set Points

Changes to the controller logic within the field device 
could come from a process that has been altered, a new 
process that has been implemented, an old process that was 
removed, or a process that was hijacked.

Internal network traffic

A 2.20 HMI, OPC, or 
Control Server 
Sending False 
Information

If false information is sent to the control system, it could 
either be an error, or a malicious attempt to disguise 
unauthorized changes or an initiation of inappropriate actions 
by system operators. 

Internal network traffic

A 2.21 Anomalous 
Safety Systems 
Modifications

Anomalous modifications to the safety system could come 
from an error in the system, accidental misconfiguration, 
or some other explained event. If the change to the safety 
system cannot be explained, the changes could be malicious 
with the intention of damaging the control system. 

Both internal network activity 
and endpoint local activity (to 
detect at least the precursors/
setup to send false information)

A 2.22 Unexpected 
Patch Update 
(Not Announced 
by Vendors)

The IDS and/or regular system maintenance observed an 
irregular vendor patch coming from an external source, or 
unexpected source, to a device within the ICS. 

Internal network traffic 

A 2.23 Asset 
Communicating 
With an 
Undocumented, 
Unauthorized, 
or Unknown IP 
Address

Host, peripheral, field controller, or intelligent field device 
A-28 communicating with an undocumented, unauthorized, 
or unknown IP address. Data flow traffic, boundary traffic, or 
host connections reveal device is communicating with an 
unknown IP address. 

Internal network traffic 

A 2.24 Inbound ICS 
Protocol Traffic 
from Unknownof 
External IP 
Address

Inbound ICS protocol, such as Modbus, distributed network 
protocol (DNP3), or other ICS protocols from unknown or 
external IP address. A device other thanthe normal control 
server, OPC, or HMI (or other authorized devices) is sending 
field controller traffic to a field device. 

Internal network traffic 
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Section Event Description Self-learning AI applica-
bility

A 2.25 Inbound or 
Outbound HTTP 
or HTTPs to or 
from Unknown 
or External IP 
Address

Traffic coming or going to an unknown device. For example, 
HTTP or HTTPS traffic in a network segment where these 
protocols should not be used. 

Internal network traffic 

A 2.26 Unexpected 
Connection 
to External or 
Unknown Ips

An ICS field controller is communicating with an unknown 
device or machine. 

Internal network traffic 

A 2.27 Unusual Lateral 
Connections 
(Connections 
in the Same 
Network 
Segment) 
Between ICS 
Assets

An ICS device or machine has expanded its communications 
to other devices or machines within the ICS.

Internal network traffic 

A 2.28 All other alerts IDS can alert on a wide variety of events. Some are false 
positives. Coordinate with the IDS team to refine signatures to 
reduce false positive alerting.

Self-learning AI focuses on the 
mathematically unusual, which 
inherently means control over 
volume of alerting
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