Does your Tyler Enterprise® (Munis®) ERP
Roles & Permissions process look like this?
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My Tyler Munis Roles & Permissions analysis
prepared by: Munis Admin

total roles to review: 94

total permissions in Munis: 1017
total users: 207

for: finance/audit team

requested due date: t-418 days ago

Role: AP Clerk
Permissions

apid_vend_fly Add vendors on-the-fly
apid_print_checks Print AP checks
prid_run3 Payroll run 3
apid_chg_org Access to the Org when PO is liquidated
apid_chg_obj Access to the Object when PO is liquidated
apid_acc_warrant Access to the warrant in \nvoice Entry
apid_1099_upd Meodify 1099 codes
apid_ovr_venconreq Override vendor contract requirement
prid_superuser Payroll superuser how did this super-user permission get in this role?
apid_ovr_cm_lien Qverride contractor lien withholdings on invoices
apid_modify_e_inv Delete/Modify/Paost Electronic Invoices
apid_mnt_vdr_insur Maintain vendor insurance certificates see tab "vendor questions”, cell R14 for a question about this one.

I |

|do these 2 make a separation of duty issue?

Employees who have this role:
1 robin_hood see tab: employees
2 city-manager-jocelyn why does the city manager have this role?
3 brendan_holly_1 this employee has 2 user licenses?
4 brendan_holly_2

] Lloyd_christmas th rson was terminated last year! Remove them

6 best_admin_ever that's me! :)

apid_mnt_vdr_cert
apid_mnt_pcard_vdr
apid_mnt_own_rcr
apid_mnt_own_pst
apid_mnt_chk_runs
apid_mnt_1099
arid_view_prf_tots
arid_view_conf
arid_ssn_access
arid_purge_perm
arid_ovr_cash_only
id_purge_audit
_adj_interest

tyler munis roles -

Maintain vendor certification information
Maintain vendor on purchase card transactions
Maintain own recurring invoices

Maintain own posted invoices

Maintain check runs

Allow AP 1099 maintenance

Proof totals viewing permission

View confidential customer information

Access to customer SSNs

Special condition purge level

Override special conditions restricting payment to cash only
Maintain bill audit history

Adjust partial payments

conflicts ~ aproles ~ highrisk people ~  all permissions ~

possible termination =  payroll dept ~  Sn Sheet9 ~

@ ThirdLine




Problems you said you have:

to the ERP

Payroll and HR do not communicate
with you about employees that are
terminated or inactive.

rﬁj Terminated employees with access

The ISACA standards recommend
separating risky permissions among
di“erent people, but you are no
expert in segregation of duties.

é ISACA Segregation of Duty Issues
Q

Not following Principle of Least
Privilege

(i)
)

There are too many employees with
so many roles. It's hard to know how
to limit their access.

@ It shouldn't all be on you

%  You have to balance knowing what a
departmental role needs and if it is a
segregation of duty issue. How can
you know everything?

How ThirdLine software helps:

Monitor terminated employee access
ThirdLine continuously reviews
employee data to inform you if
terminated employees still have
access to your ERP.

50+ Conflict Analytics Let ThirdLine
review the thousands of possible
permission combinations in your ERP
to see if employees have ERP access
that can lead to fraud.

Easily see which Permissions are
causing the biggest issues Grant

minimum access to users necessary
with ThirdLine's analysis of all super
user permissions in your ERP.

Communication with department
managers

ThirdLine helps you communicate
conflicts with management so they
can help you best fix the roles &
permissions that shouldn't be granted.



Roles with internal Principle of Least Super User
conflict issues Privilege Access Permissions

‘
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Terminated Employees

Who have access to . .
your ERP system Segregation of Duties

3 Terminated Users with Active Accqunts
An active user account has been detected pn a terminated employee. Please revitw and take action.
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Conflict Analytics

> Top Risk By Role ploy
Know what your

P | oo users can do
. . . Maintain Purchase Order - PO Permissions allow the possibility for a user to
EG Sl Iy visuad I 1ze fh e a purchase order and reease or approve it.

conflict source

Permissions allow the possibility for a user to create and approve their own contracts

' Maintain I (PA) Master Data - Payroll Mail ! issions allow the possibility for a user to
“jithout proper authorization
ViewBy (@9 Department Role Conflicts Permissions
- Process Payroll Permissions allow the possibility for a
d the process payroll Nome Status InternaltoRole  Creating Conflict? ~ HighRisk  SuperUser  Tofal
Retail Specialist. Active Alnternal AYes A7 1 o1
Government Orchestrator 2 Permissions allow the possibility for a user to process AP payments and the ability to
t Technology Administrator. Active A 1 9
Community Services Executive | Active A7 1 106
Healthcare Supervisor 2
Administration Director Active a3 2 338
%
Administration Administrator
Global Associate 1 £z aw !
—_— A0 1 31
Marketing Liaison 1 Investor Analyst Active A2 1 266
Marketing Representative 1
Principal Community Services Coordinator 1
Product Manufacturing Engineer 1
0025 05 075 1 125 15 175 2
Number of Conflicting Roles
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