
Does your Tyler Enterprise® (Munis®) ERP 
Roles & Permissions process look like this? 



Problems you said you have: How ThirdLine software helps: 

Monitor terminated employee access 
ThirdLine continuously reviews 
employee data to inform you if 
terminated employees still have 
access to your ERP. 

Terminated employees with access 
to the ERP 
Payroll and HR do not communicate 
with you about employees that are 
terminated or inactive. 

ISACA Segregation of Duty Issues 
The ISACA standards recommend 
separating risky permissions among 
di˜erent people, but you are no 
expert in segregation of duties. 

Not following Principle of Least 
Privilege 
There are too many employees with 
so many roles. It's hard to know how 
to limit their access. 

It shouldn't all be on you 
You have to balance knowing what a 
departmental role needs and if it is a 
segregation of duty issue. How can 
you know everything? 

50+ Conflict Analytics Let ThirdLine 
review the thousands of possible 
permission combinations in your ERP 
to see if employees have ERP access 
that can lead to fraud. 

Easily see which Permissions are 
causing the biggest issues Grant 
minimum access to users necessary 
with ThirdLine's analysis of all super 
user permissions in your ERP. 

Communication with department 
managers 
ThirdLine helps you communicate 
conflicts with management so they 
can help you best fix the roles & 
permissions that shouldn't be granted. 



Terminated Employees 
Who have access to 
your ERP system 

Analytics 55 
Segregation of Duty 
Conflict Analytics 
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Conflict 

Maintain Purchase Order - PO Approval Permissions allow the possibility for a user to maintain 
a purchase order and reease or approve it. 

3 Terminated Users with Active Accounts 
An active user account has been detected on a terminated employee. Please review and take action. 

Create Contracts - Approve Own Contracts 
Permissions allow the possibility for a user to create and approve their own contracts 

Maintain Employee (PA) Master Data - Payroll Maintenance Permissions allow the possibility for a user to 
change payroll and process payroll without proper authorization 

Maintain Employee (PA) Master Data - Process Payroll Permissions allow the possibility for a 
user to modify master payroll data and the process payroll 

Maintain Hierarchies - AP Payments Permissions allow the possibility for a user to process AP payments and the ability to 
modify hierarchy and reporting output 

Roles with internal 
conflict issues 

Principle of Least 
Privilege Access 

Super User 
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Retail Specialist 1 101 

Total 
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Know what your 
users can do 



info@thirdline.io 


