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Partner Sheet: Descope for Agentic Al / MCP

ldentity Infra For Your Al Systems

Agentic identity challenges
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Identity Security Access control Production-readiness
5 of the Top 10 OWASP for GenAl 57% of IAM decision-makers Less than two-fifths of Al
threats have authentication and are worried about Al agents projects have successfully
authorization related mitigations accessing unauthorized data transitioned to production

Descope Agentic Identity Hub

For app developers For MCP developers
o Protect APIs with OAuth for seamless o Add OAuth to remote MCP servers in
Al agent connectivity 3 lines of code
o Add granular user / tenant level « Easily connect MCP clients with external
authorization to ensure scoped, secure tools and MCP servers
access o Call external APIs from MCP servers with
» Create configurable user consent full token management / storage

management flows

For Al agent builders For security teams
» Easily connect Al agents with external e Govern how Al agents and MCP clients
tools and enterprise systems access external tools
» Offload token management and storage » Restrict Al agent access based on user
e Programmatically connect and fetch roles or JWT claims
outbound tokens through SDKs o Ensure visibility with detailed, streamable

audits and logs

Scalable,
multi-tenant
architecture

Plug & play
connectors
ecosystem

Multi-region Detailed audit
data residency trails and analytics



Identity security for external
MCP servers

5 of the Top 10 OWASP for GenAl
threats have authentication and
authorization related mitigations

Modern, Al-compatible
apps and APIs

Secure organizational
Al adoption

Keywords
» Agentic identity

« Model Context Protocol (MCP)

authorization
Al agent authentication

Qualifying questions

» Are you building Al agents or MCP

servers in your org?

accessed by internal / external

stakeholders (or both)?

» Do your Al agents need to connect with

Al agent lifecycle management
« Non-Human Identity (NHI) solution

Popular use cases
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Scoped Al access to
corporate tools

Securely expose IT apps to Al
agents with policy controls for
internal MCP servers

Benefits

Secure and scalable
remote MCP servers

Increased developer
productivity and focus

ICP guidance

Job Functions

» Security: CISO
» Engineering: CTO, VP Engineering, Chief

Architect
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Production-ready Al
agents

Offload third-party app
connections, token mgmt.
and storage for Al agents

Purposeful,
real-world Al agents

Quick time to value with
drag & drop workflows

« Identity: VP of Identity, Head of Identity,

Dir of Identity
e Product: CPO, VP Product, Dir Product

Competitors to look out for

e AuthO for Al Agents

« Amazon Bedrock AgentCore
e Do your MCP servers need to be o Keycard

third-party tools on users’ behalf (e.g.
Slack, GitHub, Salesforce, etc.)?
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Microsoft Entra Agent ID
WorkOS MCP Auth
Stytch for Al agents


https://www.descope.com
https://docs.descope.com

