Huntress Managed
Identity Threat

Detection &

Response (ITDR)

Huntress Managed ITDR finds and stops
identity-based threats in Microsoft 365.

Identity is the new endpoint.

Huntress Managed ITDR is built to address
the evolving threat landscape of credential
theft, session hijacking, VPN and location-
based anomalies, credential-stealing
malware and Adversary-in-the-middle (AiTM)
attacks. Our fully managed solution provides
continuous monitoring for identity-based
threats, rapid detection of unauthorized
access, and swift response to suspicious
activities like rogue applications and shadow
workflows. By focusing on the protection

of credentials and session tokens, Huntress
ensures your organization's digital identities
remain secure, even as attackers develop
more sophisticated methods.
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Key Outcomes

Always-on Identity Protection

Sleep easier knowing our team of relentless
identity experts monitors your Microsoft
365 environment 24 /7, identifying and
mitigating threats.

Block Unwanted Access

Detection and response to combat credential
theft, session hijacking, and AiTM attacks to
protect your most critical assets.

Uncover Rogue Apps

Proactively detect and remediate potentially
malicious OAuth applications installed in your
Microsoft 365 environments.

Combat Shadow Workflows
Neutralize malicious inbox and forwarding
rules to protect your business from pervasive
business email compromise (BEC) attempts.

No Noise. Just Results.

Every alert we send is actionable, human-
verified, and built to keep you two steps
ahead of the attackers. Our low false positive
rate puts us ahead of others in the industry.

HUNTRESS



98% of users say that Huntress Managed ITDR
has helped them reduce the time it takes to
detect and respond to identity threats.'

Threats Detected

Location-based and
VPN Anomalies

Expose unusual login locations and
VPNs to ensure only authorized users
have access to your data.

Session Hijacking
Stop hackers from exploiting your

systems and bypassing your 2FA/MFA.

Rogue Apps

Hunt and stop malicious OAuth
apps lurking in your Microsoft
365 environment.
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M Forwarding Rules
Spot shady activity, protect your inbox,

and keep your emails secure and private.

Credential Theft

_QA= Keep cybercriminals out by locking down
and monitoring your identity assets.
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MTTR (mean-time- Identities
to-respond) protected
B — ——

Huntress flagged a suspicious login attempt, and | was able to
immediately block the account before the bad actor could do
any damage. I’'m super pleased with how quickly we were able
to remediate this. Before Huntress, it could have been days or
even weeks before we knew an account was hacked, and likely
only after malicious emails were sent out.

Joshua Ross
Founder | JXE Tech?®
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